University of Pittsburgh DOPS Policy on Research Security & Recruitment Guidelines

1. Purpose

To provide guidelines which will protect sensitive research data, intellectual property, and professional
practices within the lab.

2. Research Security

e Do not share unpublished data, preliminary results, or proprietary methods outside the lab without PI
approval.

o Store all data on secure, institution-approved servers.
e Personal devices may only be used for lab work if encrypted and approved.

e Be cautious with public communications. Social media, conferences, or blogs should never reveal
sensitive or unpublished information.

3. Recruitment & Employment

e All job postings must go through official institutional channels. Do not post positions on LinkedIn or
other public platforms without Pl approval.

e Lab personnel may not offer visa sponsorship. Direct all visa-related inquiries to the institution’s HR or
International Office.

4. Professional Conduct & Safety

e Maintain respectful and professional interactions.

o Follow all biosafety, IRB, and animal care protocols.

e Report misconduct, harassment, or conflicts of interest immediately to the PI.
5. IT & Cybersecurity

e Use institutional email for lab communications.

¢ Do not share passwords or credentials with unauthorized personnel.

e Use strong, unique passwords and enable two-factor authentication where possible.



